PRIVACY POLICY
Effective Date: January 1, 2025
Data Controller: Tzagkaraki E. – Kardasi E. O.E / Muses Travel
At Muses Travel (“we”, “us”, “our”), accessible from musestravel.com, we are committed to safeguarding your privacy and protecting your personal data. This Privacy Policy explains how we collect, use, store and protect your information in full compliance with EU General Data Protection Regulation (GDPR – EU 2016/679), Greek Law 4624/2019, and all applicable EU and Greek data protection legislation.
By using our website, submitting a booking request, or contacting us, you acknowledge that you have read and understood this Privacy Policy.
1. Data Controller
Tzagkaraki E. – Kardasi E. O.E / Muses Travel
Dimakopoulou 30, Rethymno 74100, Crete, Greece
VAT Number: EL800557406
MHTE: 1041E60000077401
Email for GDPR requests: info@musestravel.com
We are the Data Controller for all data processed through musestravel.com and our booking systems.
2. Categories of Personal Data We Collect
We may collect and process the following categories of personal data:
 * Website & Technical Data: IP address, Browser type, Cookies, Behavioural data (Google Analytics, Meta Pixel).
 * Booking & Accommodation Data: Full name, Email, Phone, Postal address, Passport/ID details (when required by Greek law), Booking history.
 * Financial Data: Payment status and transaction confirmation. We do not store credit card numbers. All online card payments are processed securely by Eurobank LivePay.
 * Communication Data: Messages, Emails, Concierge requests.
 * Marketing Data: Newsletter subscription (Mailchimp), Preferences.
 * PMS Data: Booking records stored via Avantio.
3. Legal Basis for Processing (GDPR Article 6)
 * Contractual Necessity: To process bookings and payments.
 * Legal Obligation: To comply with Greek tax laws and police reporting.
 * Legitimate Interest: For website security and fraud prevention.
 * Consent: For newsletters and non-essential cookies.
4. How We Use Your Personal Data
We use your data to confirm reservations, coordinate check-in with owners, manage payments, comply with legal obligations, and improve our services. We never sell your personal data.
5. Cookies & Tracking Technologies
Our website uses cookies to ensure smooth functionality.
 * Strictly Necessary: Required for the booking engine.
 * Analytics/Marketing: Google Analytics & Meta Pixel (Anonymous/Aggregated).
Cookie Consent:
We use a cookie consent mechanism to allow you to manage your preferences. You can also disable cookies via your browser settings, though this may affect site functionality.
6. Third-Party Services & International Transfers
We use trusted third-party providers under GDPR-compliant agreements:
 * Processors: Avantio (PMS), Eurobank LivePay (Payments), Google & Mailchimp (Marketing).
 * International Transfers: Transfers to the USA (e.g., Google, Mailchimp) are protected by Standard Contractual Clauses (SCCs).
7. Data Sharing
We share data only when necessary with: Property Owners (for check-in), Accountants (for tax compliance), and Public Authorities (if legally required).
8. Data Retention Periods
 * Booking & Tax Records: 10 years (Legal requirement).
 * Communication: 2 years.
 * Marketing Data: Until you unsubscribe.
9. Your GDPR Rights
You have the right to Access, Rectify, Erase ("Right to be Forgotten"), Restrict, and Object to processing. To exercise these rights, contact us at info@musestravel.com. You also have the right to lodge a complaint with the Hellenic Data Protection Authority (www.dpa.gr).
10. Security
We implement SSL encryption, secure servers, and access controls to protect your data.
11. Contact Information
Muses Travel
Email: info@musestravel.com
Phone: +30 28310 26942
Address: Dimakopoulou 30, Rethymno 74100, Crete, Greece
